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®-Paboyas mporpaMma 1o JUCHHUIUINHE

1. IEJIN 1 3AJIAYHU OCBOEHMUSA JUCIIUITJIMHBI

Ienn ocBOeHHs JTUCHUIITHHBI:

[lenpro wM3ydeHUs IUCUUIUIMHBI «be30IacCHOCTh BBIYHUCIUTEIBHBIX CETEN» SABIISACTCS
TEOPETUYECKasi M IPAKTHUYECKAs IOATOTOBKA CHELUAINCTOB K AEATEIbHOCTH, CBSI3aHHOM C
IIOCTPOCHHEM 3alllMIICHHBIX CETEeBbIX AaBTOMATHU3MPOBAHHBIX CHCTEM, a Takxke oOyueHHe
INPUHIUIIAM U METOJIaM 3allUThl THPOPMALIMHU B BEIYUCIUTENIBHBIX CETAX.

3aga4yu 0CBOCHMS IMCHHUIIJIMHBI:

M3y4EHHUE TUIIOBBIX YIpo3 0€30IaCHOCTH B BBIUYMCIUTEIbHBIX CETSX;

M3y4eHHUe KpUnTorpapuuecKux U MporpaMMHO-aNapaTHbIX METOI0B 00ecTIeYeHUs

MH(GOPMaLMOHHOHN 0€30MaCHOCTH B BHIYNCIUTENBHBIX CETSX;

npuoOpeTeHne HAaBBIKOB HACTPOMKM W JKCIUTyaTalliM  CPeICTB  OOecredeHus
0€30I1aCHOCTH B BBIUYUCIIUTEIBHBIX CETSX;

OBJIAJICHUE CPEACTBAMU U METOJAMM IPOEKTUPOBAHUS U IIOCTPOCHUS 3alLMILEHHBIX
CETEBBIX ABTOMAaTU3UPOBAHHBIX CHCTEM;

OBJIAJICHUE CPEICTBAMU U METOAAMH BBISBIICHUS U HEUTPAIU3ALUHU [IONIBITOK HAPYIICHUS
0€30I1aCHOCTH B BBIUUCIIUTEIIBHBIX CETSX.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII BO

JucuunimHa «be3onacHOCTh BBIYMCIUTENBHBIX ceTei» u3ydaercs B 9 u 10 cemectpax u
OTHOCUTCI K o0Os3arensHo dactu mucnuiime Onmoxka bBb1.0  coemumansHoctun  10.05.03
"NUHdopmannoHHas 6€30MacCHOCTh aBTOMAaTH3UPOBAHHBIX CHCTEM .

Kypc yueOHON OUCHMIIUHBI TECHO YBSI3aH C JAPYTUMHU y4€OHBIMU JHCUUIUIMHAMU, B
nepByro ouepens ¢ Kypcamu «MHpopMmaTHKay, «SI3bIKU MporpaMMUpOBaHusy», «TexHomoruu u
METOJIbI TIporpaMMmupoBaHus», «Opranuzanuss OBM u BBIUHCIHTENBHBIX cHCTEM», «CeTh
cucTeMbl Tnepenaun uHpopManum», «be30macHOCTh ONEpalMOHHBIX cucTem», «OCHOBBI
nH(popManMoOHHOW 0e30MacHOCTHY», «AIMUHHUCTpUpOBaHUE ceTeii DBMy, mno3BonsomuMu
HOHATH (PU3UYECKYIO CYIIHOCTh Oe30macHocTh ceteit DBM.

Jlis OCBOEHHUS TUCHUIUIMHBI CTYACHT JOJDKEH MMETh CIIEQYIOIINE «BXOIHBIC) 3HAHMUS,
YMEHHS, HABBIKA U KOMIICTCHIINH:

3HaHHE 0A30BBIX MOHATUH B 001acTH NHPOPMATUKU U BRIYUCIUTEIHHON TEXHUKH;

CIIOCOOHOCTH MCIIONIb30BaTh HOPMATHUBHBIE TPABOBBIC JIOKYMEHTHI;

CIIOCOOHOCTh aHATM3UPOBATH TPOOIEMBI U TIPOIIECCHI;

CIOCOOHOCTh HUCIOJb30BATh OCHOBHBIE 3aKOHBI E€CTECTBEHHO-HAYUHBIX JUCLMIUIMH,
MPUMEHSTHh METO/Ibl MATEMAaTHUYECKOTO aHAIN3a U MOJACITUPOBAHUS.

OCHOBHBIE TOJIOKEHUS IUCLUUIUIMHBI HCIONB3YIOTCS B JAJbHEHIIEM IPU HU3yYEHUH
TaKUX JAUCLHUIUIMH Kak: «be30macHOCTh OTKPBITHIX MH(DOPMALIMOHHBIX cucTeM»; «Pa3paboTka u
AKCIUTyaTalusl 3alMUIIEHHBIX aBTOMATU3HPOBAHHBIX cUCTEM»; «VHCTpyMeHTallbHbIE CpPENICTBA
KOHTPOJIS 3alIUIIEHHOCTH MHpopMarumy; «CepTudukanus CpeacTB 3alluThl HHPOpMAIUNY, a
TaK)K€ B XO/I€ BCEX BU0OB IIPAKTHK.
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3. HEPEYEHD IINTAHUPYEMBbIX PE3YJIbTATOB OBYUYEHMUSA
O AMCIUIVIMHE (MOAYJIIO), COTHECEHHBIX C
IINIAHUPYEMbBIMU PE3YJIbTATAMU OCBOEHUA

OBPA3OBATEJIHON ITPOTPAMMBI

[Ipomiecc wm3yueHus AUCHUIUIMHBI HAmpaBieH Ha (OPMHPOBAHHUE CIEIYIONMINX
KOMIIETEHIINN:
Kon " HanMeHoBaHue | [IepeyeHb MUIAHUpPYEMBIX Ppe3yJbTATOB OOy4YeHHS] 10

peaiu3zyeMoi KOMIIeTeH UK

AUCHUIIHHE (MOIYJII0), COOTHECEHHBIX ¢ HHIANKATOPAMH
JOCTHKEHHsI KOMIeTEeHITHIt

OIIK-12 - Cmnocoben npu- | 3HaTh:
MCHSATh 3HaHHWS B OOJACTH | OCHOBHBIE TIPUHITATIBI obecrieyeHus 0€301acHOCTH
0e30MacHOCTH BBIUMCIIH- | BBIYUCITUTENBHBIX CETEH, ONEPAIlMOHHBIX CUCTEM U 0a3 JTaHHBIX
TEIbHBIX  CeTeW,  omepa- | Mpu pa3pabOTKe aBTOMAaTU3UPOBAHHBIX CUCTEM
I[IUOHHBIX CHCTEM U 0a3 | YMeTh:
JaHHBIX TMpU  pa3pabOTKe | MPUMEHATh 3HaHUS B 00J1aCTH 0€30M1aCHOCTH BHIYHCIUTENIBHBIX
ABTOMAaTHU3HPOBAHHBIX CeTe, OMepalnoOHHBIX CHCTEM U 0a3 JaHHBIX MpPU pa3paboTKe
CUCTEM ABTOMATHU3UPOBAHHBIX CHCTEM
Baaners:
HaBbIKAMH TPUMEHEHHS 3HaHUN B 00JacTH 0e30MacHOCTH
BBIUMCIIUTENLHBIX CETEH, OTIEPAIMOHHBIX CUCTEM H 0a3 JaHHBIX
OIIK-13 - Cmnocoben opra- | 3HaTh:
HU30BBIBATh W  MPOBOAWTH | MOPSJOK JAHMATHOCTUKH W TECTUPOBAHUS CHUCTEM 3allUThI
IUarHOCTUKY M TeCTH- | UH(QOpMAaIi aBTOMaTHU3UPOBAHHBIX CUCTEM
pOBaHUE CHUCTEM 3alIUTHl | YMETh:
nH(pOpMallUd ~ aBTOMAaTHU3U- | OPraHU30BbIBaTh U NMPOBOJUTH JUArHOCTUKY M TECTUPOBAHHE
POBaHHBIX CUCTEM, | CUCTEM 3alUThl MHGOPMAIIUU aBTOMATHU3HPOBAHHBIX CHCTEM,
MPOBOAUTh aHAIM3 YA3BHU- | IPOBOJUTH aHAJIU3 YSA3BUMOCTEHM cHCTEM 3alUThl MH(OpMaLIUU
MOCTE€  CHCTEM  3alllUThl | aBTOMATU3UPOBAHHBIX CUCTEM
uHpopmanuu  aBTomMartusu- | Baagers:

POBAaHHBIX CUCTCM

HABBIKAMU OpPraHU3allMd H TIPOBEACHHS] JIHATHOCTUKH U
TECTUPOBAHUS CHCTEM 3alUThl MHPOpPMAIMU aBTOMAaTH3UPO-
BAaHHBIX CHCTEM, IPOBEJCHMS aHAIM3a YSA3BUMOCTEH CHUCTEM
3alUThl HHGOPMaIlMU aBTOMATU3HUPOBAHHBIX CUCTEM

OIIK-15 - Cmocoben ocy-
IECTBIISATH aJIMUHUCTPH-
poBaHHe u KOHTPOJTb
(GYHKIIMOHUPOBAHUSI CPENCTB
u CUCTEM 3alllUThI HH-
dhopmaruun aBTOMAaTH-
3UPOBAHHBIX CHUCTCM, HWHC-

TPYMEHTaIbHBIH MOHUTOPHUHT
3alUIIEHHOCTH aBTOMa-
TU3UPOBAHHBIX CUCTEM

3HaThb:

MOPSZIOK aIMUHHCTPUPOBAHUS U KOHTPOJIS (PYHKITMOHUPOBA-
HUA Cpe,Z[CTB 1 CUCTEM 3allIUTHI HH(bOpMaHHH ABTOMATU3U-
POBaHHBIX CHCTEM

YMerh:

OCYIIECTBIISATh aIMUHUCTPUPOBAHUE U KOHTPOJb (YHKIIHO-
HUPOBAHMS CPEJICTB U CHCTEM 3aIUTHl HHPOPMAIIUN aBTO-
MaTHU3UPOBAHHBIX CUCTEM, HHCTPYMEHTAIbHBI MOHUTOPUHT
3allIUIIICHHOCTHU aBTOMaTI/ISI/IpOBaHHBIX CUCTCM

Baanern:

HAaBbIKAMHM  AJAMHUHUCTPUPOBAHUS M  KOHTponsi  (PyHK-
IIMOHUPOBAHUS CPEACTB W CHCTEM 3alluThl HWHMOpMaIuu
aBTOMaTI/ISI/IpOBaHHBIX CHUCTEM, I/IHCTp}IMeHTaJII:HOFO
MOHUTOPHHTA 3aIUIIEHHOCTH aBTOMAaTH3UPOBAHHBIX CUCTEM

dopma A
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4. OBIIAA TPYJTOEMKOCTDb JUCIIAITJIMHBbI

4.1. O0beM TUCHUILIMHBI B 3a4eTHBIX efuHnIax (Bcero) 10.
4.2. O0beM IMCUMILUIMHBI 10 BUAAM YUeOHOi padoThl (B 4acax):

Bup yueoHnoit KonnyectBo yacos (popma od0yuenust oYyHas )
padoThI
Bcero no niany B 1.4. mo cemecTpam

9 cemecTp 10 cemecTp

KoHrtakTHas

padora 190 90/90% 100/100*

00yJaromuxcs ¢

IpernojiaBaTesaeM

AyAHTOpHbIC 190 90/90* 100/100%

3aHATHUS:

Jlexuuu 76 36/36* 40/40*

IIpakTrueckue u

CEMHUHAPCKHE 38 18/18* 20/20*

3aHSTHS

JlaGopaTopHbie

padorL 3 76 36/36* 40/40%

(;1aGopaTopHbIiA

MPAKTUKYM)

CamocrosiTenbHas 134 90 44

pabota

dopma TEKyIIEero -TectupoBanune | -TectupoBaHue

KOHTPOJISI 3HAHUM Ha CEMHUHapax; HAa CEMHUHApaXx;

U KOHTpOJNs ca- - BOIIPOCHI MpHU - BOIIPOCHI NpHU

MOCTOSITEIbHON 3amuTe 1abopa- | 3amuTe Jadopa-

paboTHI: TOPHBIX padoOT TOPHBIX paboOT

TECTUPOBAHUE,

KOHTp. pa0oTa,

KOJIJIOKBHYM,

pedepar u ap. (He

MeHee 2 BUJIOB)

Kypcosast pabota +

Bunsl N

. 3auér N
IIPOMEXYTOUYHON 3auér Ok3ameH 36
DK3aMeH

aTTecTaluu

(9K3ameH, 3a4eT)

Bcero gacos o 360 180 180

NUCLUIIINHE:

* B cmyyae HEOOXOAMMOCTH UCIOJNB30BaHUSA B Y4eOHOM MpOLECCe YACTHYHO/MCKIIOYUTEIHEHO
JCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOJIOTHIA B TAOJHIIEC Yepe3 CIEll YKa3bIBaeTCs KOJUYECTBO YacOB
pa6ots! IIIIC ¢ obyyatomuMucs 11 MTPOBEACHUSI 3aHATHI B TUCTAHITMOHHOM (hOpMaTe ¢ IPUMECHCHHEM
3JIEKTPOHHOTO 00yUCHHSI.

dopma A
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4.3. Conepsxkanne TUCHHUILINHBI (MoayJif.) Pacnpenenenne 4acoB mo reMamM M BUIaM

yueOHo# padoThI:

®dopma 00yueHus ouHas
Bcero Bujpl yaeOHBIX 3aHATHIA
HasBanue pa3zaenoB u Tem Ca-
AyIHUTOpPHBIE 3aHATHUS MOC-
3aHATHS B Tosi- dopma
HHTEPAK- TEKYLIETO
Tex. | TIPAKT. |Jlabopa-| rupmoit T;g;’_ KOHTPOJIS
3aHATHSA, | TOPHBIC (I)OpMe 3HAHUUN
W enmnap| paboTer pabo-
Ta
Paznen 1. Tunosblie yrpo3sl ceTeBoii 0€30MACHOCTH
1. CereBble aTaku 14 6 2 6 Tectsr T1
2. MexaHu3Mbl pealiu3aiuu 14 6 2 6 Tector T2
atak B cetsix TCP/IP
3. Metonbl mepexsara 14 6 2 6 Tecter T3
CETEBBIX COCIMHEHUH B CETIX
TCP/IP
4. [lpumepsl CETEBBIX aTak B 42 6 4 12 6 20 | Tecrwl T4,
cersix TCP/IP. Texuuueckue JIa0. Pao.
MEphl 3alIUThl OT CETEBbIX Ne 1
aTak
Pasznen 2. Kpuntorpaguyeckne MeTobl 3allIUTHl HHPOPMALNNH B KOMIIBIOTEPHBIX CETAX
5. Kpunrorpaduueckue 34 6 2 12 4 14 | Tects TS,
IPOTOKOJIBI o0ecreyeHus JIab. Pab.
0e30MacHOCTH Ne 2
6. 3amuTa BUPTyaJIbHbIX 44 6 6 12 8 20 | Tecrts T6,
yacTHbIX ceTeil (VPN Hafr. P336.
7. Pa3zpaboTka 3auIeHHbIX 34 8 4 8 8 14 Tectel T7,
CETEBBIX NPUIIOKEHUN Hajg. 12136.

Pasznen 3. [IporpaMMHo-annapaTHblie cpecTBa o0ecneyeHusi 0€30I1aCHOCTH B

BbIYNC/INTECIbHBIX CETHX

8. CpexacrBa 3amIUThI JIO- 52 16 8 8 20 Tecrter T8,
KaJIbHBIX cerel npu JIa6. Pao.
noAKIoYeHNr K HTepHeT Ne 5

9. 3ammura cepBepoB W 76 16 8 24 24 28 | Tecrn T9,
pabounx cranmmii. Cpeacrsa JIa6. Pa6.

M MeTOJBl TPEeJOTBPAICHHUS Ne 6,7

1 00HApY>KCHHS] BTOP)KEHUN

Hroro: 324 76 38 76 50 134

®dopma A Crpannna 5u3 20




MunmcTepcTBO HayKH M Bbiciero oopasoBanus PO

o N ®dopma
VY bSHOBCKHI TOCYJapCTBEHHbIH YHUBEPCUTET

®-Paboyas mporpaMma 1o JUCHHUIUINHE

5. COAEP) KAHUE JUCHUIIJIMHBI (MOAYJIA)

Pa3znea 1. TunoBblie yrpo3bl ceTeBOi 0€30MaCHOCTH

Tema 1. CeTeBble aTaku

Cranuu mpoBeneHus cereBoi artaku. Kiaccudukanus CeTeBbIX yrpo3, yS3BUMOCTEH U
aTak. ATaku Ha pealM3allid CETEeBBIX MPOTOKOJIOB, OTIEIBbHBIC Y3IbI M CIyXkObl. OCHOBHBIC
MEXaHU3MbI TTPOBEJICHMS CETEBBIX aTak Ha pasnuyHbIX ypoBHAX monenu ISO/OSI. TIpoGiemsr
obecrnieueHrs KOHPUACHIIUATBLHOCTH, [IEIOCTHOCTH U JIOCTYIMHOCTH MH(POPMAIIMH Ha Pa3THYHBIX
ypoBHsx moaenu [ISO/OSI.

Tema 2. Mexanusmsl peanusanuu atak B cersix TCP/IP
VYnanéanoe ompenenenue Bepcun OC ¢ HCMONB30BaHMEM OCOOCHHOCTEW pealm3alliid CTeKa
npotokosnioB TCP/IP. Metoapl ckaHMpOBaHHS TOPTOB. MeTonbl OOHapyKEHHs MaKETHBIX
caudepon. Metonbr 06xoma MD.

Tema 3. MeTroabl nepexBara cereBbIX coequHeHuii B cersix TCP/IP

Nmnepconanus Benenyro. [ecunxponnzanusi TCP-coenunenuii. Ataku, HarpaBJIeHHbIE
Ha CETEeBYIO HH(MPACTPYKTYpy. 3aluTa OT aTak.

Tema 4. Ilpumepsl cereBbix aTak B ceTax TCP/IP. Texuunueckue Mepbl 3alIIUTHI OT
ceTeBbIX aTaK

[IpunyxneHne K YCKOpEHHOW Tiepenaye. ATaku, HamnpaBieHHbIE Ha OTKa3 B
oOciy>)xuBaHuM. M3MeHeHHe KOH(QUTYpaluMd M COCTOSHHS XOCTOB. HemocTaTku NMpOTOKOJIOB
cemerictBa TCP/IP ¢ Touku 3peHust obecneveHus: 6e3omacHOCTH MH(opmarnuu. TexHudeckue
MEpBI 3aIUTHI OT CETEBBIX aTaK.

Paznea 2. Kpunrorpaguueckue MeToabl 3aliMThl HH(POPMANUN B KOMIILIOTEPHBIX
ceTsix

Tema 5. Kpunrorpadpuyeckue npoTokoJibl odecneyeHusi 0€30MaCHOCTH

[TpoTokonbl ayTeHTU(UKAIMHN HA TpUKJIaAHOM ypoBHE. [Ipotokon Kerberos. IIpoTokomns
ayTeHTHU(UKAIMK Ha TpaHcnopTHOM ypoBHe. [Ipotokon SSL/TLS. JlocTomHCTBAa M HEOCTAaTKH
ayTeHTH(UKALUU Ha pa3Iu4HbIX YpoBHAX Moaenu [SO/OSI.

Tema 6. 3amuTa BUPTYaJbHbIX YacTHBIX ceTelt (VPN)

HasnaueHnue, OCHOBHBIE BO3MOXHOCTH, MPUHIUIBI (YHKIIMOHUPOBAHHUS U BApPUAHTHI
peamuzanmu VPN. Opranu3zainius TYHHETUPOBAHHUS Ha pa3audHbIX ypoBHsX mozaenu [SO/OSI.
HocrouncrBa n Henocratku npumeHeHus VPN. IIporokon IPSEC. Ilporoxonst AH u ESP.
Ocob6ennoctu padotsl mpotokoia [P SEC B TyHHEIbHOM U TpaHCTIOPTHOM pekumax. [IpoTokos
ynpasinenust kmouamu ISAKMP/Oakley. Mcnons3zoBanue nporokona L2TP mis opranuzarmm
BUPTYaJIbHBIX YaCTHBIX CETEH.

Tema 7. PazpadoTka 3aliMIEHHBIX CeTEBbIX NMPUJIOKEHHU I

Aytentudukanus, muppoBaHue, o0OecleuyeHue IMETOCTHOCTH C HCIOJIb30BaHUEM
nporpammuoro untepgeiica SSPI. [Iporpammustii uarepdeiic OpenSSL.

Pazgen 3. IlporpamMmHo-anmapaTHble cpeacTBa oOecrniedeHUss 0€30MACHOCTH B
BbIYHMCJIHTEIbHBIX CETAX

Tema 8. Cpencrsa 3amIMThI JTOKAJbHBIX ceTell MPU MOAKJII0YeHUH K UHTepHeT

MexcereBbie skpanbl (MD). Mecto u pons MO B obecriedeHnn ceTeBoi 6€30MacHOCTH.
Knaccudukanmss M3, TpeboBarus k MD. OcHOBHBIE BO3MOKHOCTH M CXEMBI pa3BEpPTHIBAaHUS
MD. JoctounctBa u Hepoctatku MD. IlocTpoenue mpaBusl QUIbTpanu. MeTOIbl CETEBOM
tpancsiiuu agpecoB (NAT). Imo3b1 ypoBHs mpriioxkeHui. Peanusarusi ceTeBol MOJUTHKH
0€30IacHOCTH ¢ Hcnoyib3oBaHeM MO, MeTozbl 00X0/1a MEKCETEBBIX IKPAHOB.

Tema 9. 3amuTa cepBepoB U pado4MX CTAHIUIA.

CpenctBa W MeTOABl TMPENOTBpAIllEHUST W OOHapyKeHUsi BTOpxkeHuil. Cucremsl
obnapyxenusi BropkeHuit (COB). Ha3znauenue u BO3MOXXHOCTH CPEICTB OOHAPYKEHUS
BTOP)KEHUH Ha XOCTBHI, IPOTOKOJIBI U CETEBBIE CIIYy>KObl. MECTO U pojib CPEACTB OOHAPYKEHUS

®dopma A Crpanuna 6u3 20
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BTOp)KEHUH B oOmiell cucreme obecreueHusi cereBoi Oe3omacHocTH. Kimaccudukarmus COB.
BrisiBIIeHHEe aTak Ha OCHOBE CHTHATYp aTaK W BBUIBICHUS aHOMAIWH. AYAWT TPHKIAIHBIX
cyx06. CpencrBa oOHapyKEeHHUs YS3BHUMOCTEH ceTeBbIX Ciyxk0. CrocoObl MpPOTHBOICHCTBUS
BTOp)KeHHUAM. Crctembl BUPTyalbHBIX JIoBYIIEeK (Honey Pot u Padded Cell).

6. TEMBI IPAKTUYECKHUX U CEMUHAPCKUX 3AHATUI
6.1 IIpakTryeckue 3aHATHS HE TPEAYCMOTPEHBI yUeOHBIM IUIAHOM JUCLUIUIMHBIL.

6.2 TeMbI ceMMHAPCKHUX 3aHATHIL:

Pa3znen 1. Tunosblie yrpo3sl ceTeBoi 0€30MaCHOCTH

Tema 1. CereBble aTaku (ceMUHap).

1. Cragum npoBeAeHUs CETEBOM aTaKHu.

2. Knaccugukanus ceTeBbIX yrpo3, ysI3BUMOCTEH U aTak.

3. ATakuy Ha peaju3aliu CETEBBIX IPOTOKOJIOB, OTAEIbHbIEC Y3JIbl U CIIYKOBI.

4. OCHOBHBIC MEXAaHHM3MBI MTPOBEJCHUSI CETEBBIX aTaK HA PA3IMYHBIX YPOBHSX MOJEIH
ISO/OSI.

Tema 2. Mexanusmsl peasm3anuu atak B cetsix TCP/IP (cemunap).

1. Yaanéunoe onpenenenne Bepcuu OC ¢ MCMOIB30BaHUEM O0COOCHHOCTEH pean3aiuu
creka npotokosioB TCP/IP.

2. Metosbl CKAaHUPOBAHUS MOPTOB.

3. Metoasl 0OHapyKEHUS MaKETHBIX CHU(EPOB.

4. Metoabl o6xoma MD.

Tema 3. Metonbl nepexBara ceTeBbix coenuHennii B cetsix TCP/IP (cemunap).

1. VImnepcoHanus BCaemylo.

2. Hecunxponnszanus TCP-coennnenunii.

3. ATaku, HalpaBJICHHbIE HA CETEBYIO HHPPACTPYKTYPY.

4. 3ammTa OT aTak.

Tema 4. Ilpumepsr cereBbix atak B cersix TCP/IP. TexHuueckue Mepbl 3allUThl OT
CETEBBIX aTaK (CeMHUHap).

1. IlpuHyXaeHHe K yCKOPEHHOI Iepenaye.

2. Ataxu, HampaBJIEHHBIC HA OTKa3 B 00CITy)KHMBaHUHU.

3. W3meHeHne KOHPUTYpaLUU U COCTOSTHHSI XOCTOB.

4. Henocratku mpotokosnoB cemeiictBa TCP/IP ¢ Toukm 3peHuss oOecnedeHus
6€301acHOCTH NH(OPMAIIHH.

5. TexHuyeckne Mephl 3alIUThI OT CETEBBIX aTakK.

Pasznen 2. Kpunrorpaguyeckue MeToabl 3alIUThl HHPOPMALMH B KOMIIBIOTEPHBIX
ceTsix

Tema 5. Kpunrorpadudeckrue npoTokosisl o0ecredyeHus 6e301acHOCTH (CeMUHap).

1. IIporokosbl ayTeHTH(PHUKAUU HA IPUKIAHOM YPOBHE.

2. IIpotokon Kerberos.

3. TIpoTokoibl ayTeHTH(UKAIIMKN Ha TPAHCIIOPTHOM YPOBHE.

4. IIpotokon SSL/TLS.

5. JlocToMHCTBa W HEAOCTAaTKM AayTEHTU(UKALHUKW Ha Pa3IUYHBIX YPOBHSAX MOJENU
ISO/OSI.

Tema 6. 3amura BupTyanbHbIX YacTHBIX ceTeit (VPN) (cemunap).

1. Ha3naueHnue, OCHOBHbIE BO3MO>KHOCTH, MPUHIUIEI (HYHKIIMOHHUPOBAHUS U BapUAHTHI
peanuzanuu VPN.

2. Opranuzanus TYHHEJIMPOBAHMS Ha Pa3IUYHBIX YpoBHIX Mojenu ISO/OSI.

3. JlocTouHCTBA U HENOCTATKU MpuMeHeHus1 VPN.
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IIporokoun IPSEC.
IIpotokonst AH u ESP.
Ocob6ennoctu padbotsl mpotokosia [P SEC B TYyHHENTsHOM M TPAHCIIOPTHOM pEXUMAX.
[Tporokon ynpasnenus kirodamu ISAKMP/Oakley.
. Ucnonp3oBanue nporokona L2TP nns opranusanuy BUPTYadbHBIX YaCTHBIX CETEH.
Tema 7. Pa3zpaboTka 3anIMIIeHHBIX CETEBBIX MPUIIOKEHUN (CEMUHAP).
1. Ayrentudukanus, mudpoBaHue, obdecreueHHe LEJIOCTHOCTH C HCIOJIb30BAaHUEM
nporpammuoro unrepdeiica SSPI.
2. IIporpammuslii uaTepdeiic OpenSSL.
Paznen 3. IIporpamMMHo-anmapaTHblie cpeAcTBa o0ecnevyeHUsi 0€30MACHOCTH B
KOMNBIOTEPHBIX CETHAX
Tema 8. CpencTsa 3amuThl JIOKATBHBIX CETEH MpU MOAKII0UeHnN K IHTepHeT (cemuHap).
MexceteBbie 3kpanbl (MD).
Mecto u ponb MO B 0oOecrieueHnH CeTeBOM 0€30MMacHOCTH.
Knaccudukanus MD.
TpeboBanus k MD.
OcHOBHBIE BO3MOKHOCTH U CXEMBI pa3BepThIBaHMs MD.
JoctonncTBa 1 HEAOCTaTKH MDO.
[Toctpoenue mpaBuit GUITBTPALINN.
Mertoapl ceTeBoit Tpancismuu aapecoB (NAT).
9. Illnro3sl ypoBHS NPUTIOKEHUH.
10. Peanu3zamust ceTeBOM MOMUTHKHA O€30IIaCHOCTH C UCIHOJIb30BaHuEM MD.
11. Meroapl 00X01a MEKCETEBBIX IKPAHOB.
Tema 9. 3amura cepBepoB U paboUKMX CTAaHIIUN (CEMUHAP).
1. CpencrBa u METOABI IPEIOTBPALICHIS B OOHAPY>KEHUST BTOPKCHHIA.
2. Cuctemsl o0HapyxeHus Bropxeruit (COB).
3. Ha3naueHme M BO3MOXXHOCTH CpEACTB OOHApy)XEHUSI BTOP)KEHUH Ha XOCTHI,
MIPOTOKOJIBI U CETEBBIE CITYKOBI.
4. MecTo u poib CPEACTB OOHApPYKEHUSI BTOPKEHUH B 00IIel cucTeMe o0ecredeHHUs
ceTeBOi OE30MaCHOCTH.
Knaccugukanus COB.
BrisiBneHmne arak Ha OCHOBE CUTHATYp aTaK U BBISIBIICHUS aHOMAJUH.
AyauT NPUKITAIHBIX CITYXO.
CpencrtBa 0OHApYKEHUS YSI3BUMOCTEH CETEBBIX CITYXKO.
CriocoObI MPOTUBOICHCTBHS BTOPKEHUSIM.
0. Cucrtemsl BuptyanbHbix JoBymiek (Honey Pot u Padded Cell).

%N vk

XN R =

=0 X W

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBIN ITIPAKTHKYM)

L]enwy. JTabopaTOpHBIN MPAKTHKYM IO TUCIUIUIMHE HAMPABICH HA M3yYEHUE CTYACHTAMHU
BCEX COBPEMEHHBIX IOAXOJIOB g  oOecredeHuss HWH(POpPMAMOHHON  0e30macHOCTH
COBPEMEHHBIX OTEPAIMOHHBIX crucTeM. OXBAaThIBACT KIMEHTCKHE OIEpallMOHHBIC CHUCTEME (Ha
6a3e Microsoft Windows 10 u Alt Linux), a Takxe cepBepHbIE ONIEPAIIMOHHOE CUCTEMBI (Ha Oa3e
Microsoft Server 2026R2 u Alt Linux Server). B cooTBeTCTBUU ¢ PYKOBOSAIIUMHU TOKyMEHTAMU
00y4YeHHEe TPOUCXOTUT Ha CePTU(DUIIMPOBAHHBIE BEPCHSIX OMEPAITMOHHBIX CUCTEM.
Memodonoeuss OCHOBBIBA€TCS HAa CaMOCTOSTEILHOM OOYYCHHH CTYISHTOB  PELICHUIO
CTaHJAPTHBIX 3a/1a4 Ha OCHOBE TEXHHYECKOW JOKYMEHTAIH, TEOPETUIECKOro Marepuaina. Bee
pabotel 00mamaT MU GepeHIUPOBAHHON JTMHEHHO PACTYIIEH CIOKHOCTHIO BBITIONHEHUIO U
CO3/IaHBl HA OCHOBE CTaHAAPTHBIX MPAKTHYECKHX 3aJad COBPEMEHHOTO mpeanpustus. [louck
TEXHUYECKOM WHPOpPMALMK, a TaKXke MoA0Op HEoOXOIMMOro peIIeHUs] MPOU3BOIUTHCS

®dopma A Crpannna 8u3 20



MunmcTepcTBO HayKH M Bbiciero oopasoBanus PO

o N ®dopma
VY bSHOBCKHI TOCYJapCTBEHHbIH YHUBEPCUTET

®-Paboyas mporpaMma 1o JUCHHUIUINHE

CaMOCTOSITENILHO CTYJEHTAaMH B OTKPBITBIX HCTOYHMKAX © KOHTPOIUPYETCS B XOJe
1a00paTOPHBIX 3aHITHIA U MPOLECCEe JEMOHCTPALIMH ITOJTYYEHHOTO PELICHUS.

Pezynomam. llonmydyeHHbIE pELICHUS AEMOHCTPHPYIOTCA CTYJACHTOM Uil KaXJO0TO M3 THUIIA
orepanuoHHbIX cucteM. [Ipy HEOOXOAUMOCTH IEMOHCTPUPYETCS XO/1 BBIITIOTHEHUS paOOTHI.
Tpebosanus x o06opyooeanuro. JIns BBINONHEHUS PaOOT CTYICHTHI HCMOJIB3YIOT HECKOJIBKO
BUPTYaJbHBIX MAIIMH C Pa3IMYHBIMH BEPCUSMU OMNEPALMOHHBIX CHCTEM. Bo03MOXHO
CaMOCTOSITENIbHOE BBINOJIHEHUE JTa00paTOPHBIX paboT BHE abopaTopuu. KoMmbroTep ¢ *KeCTKUM
auckom — 100 Gb, O3Y: 8 Gb, Windows 10 Pro, BaseAlt (AnbT Pabouas cranuus, AnbT
cepBep), Kali Linux, Oracle Virtual Box, Putty, PGP, Apache, nginx, Statistica, Origin. Ilo
JKEJIaHUI0 CTYJEHTa BCE BHUPTyaJbHbIE MAIIMHBI MOTYT OBITH DPa3BEPHYThl Ha BbIIECICHHOM
cepBepe BHUPTyallbHBIX MamMH B Jaboparopun. Jlns wMopenupoBaHus pabOTBl cerei
ucnonb3yercsi CISCO Packet Tracer. CeTh abopatopuu IpeacTaBiIsieT COOOM TeTepOreHHYIO
CeTb, BKIIIOYAIOLIYIO B ce0s MHAWBUIYAIbHBIM HA00p ClIeAyIONIEro 000py10BAHUS:

1. Kommyrarop L2, L3.

2. Mapmpytuzatop L3 ¢ pynkmusmu VPN.

3. Mapmpyrtuszarop Kontuner KIII 25.

4. Mapmpytuzatop VipNet Koopaunartop.

Jns monnepxaHuss paboThl ceTeid Hcmonb3yeTrcs BbiAeneHHbl Kommyratop L3, L3
CKOH(UTYPUPOBAHHBIN 11 paOOTHl HE3aBUCHUMBIX CETMEHTOB CETH.

Tpebosanus k ogopmnenuro nabopamoproti pabomsei. Bce Qailnibl, UCMONB3yeMbIe B
nabopaTopHOi paboTe, JOMKHBI OBITh TIPEACTABJICHHI B OJHOM Karajore W HMETh
HAUMEHOBAHMS, ONHUCHIBAIOIIME XpaHuMyro B  (aiime wHpopmamuio.  Hampumep:
ssh_client key.txt — conmepxkutr mHboOpManuio o kiaueHTCKOM kimrode aist SSH. JlomkeH ObITh
¢aiin read.me ¢ TEKCTOBBIM ONMUCAHHWEM BCEX HACTPOEK, KOTOpPhIE ObUTM HCIOJIB30BAHbBI IS
BBITIOJTHEHH S JTAOOPATOPHOM pabOTHI pa30OMTHIX Ha cekiuu. Hampumep:

[BaseAlt (AnbT Pabouas cTaHumsa, AJBT CcepBep) Server]
IPv4=10.2.0.1/24

DNS=10.2.0.2

gateway: 10.2.0.3

; OBos3HaUeHMe KOMMEeHTAapuAd

Hmena noneit JOMKHBI OBITH HAMTMCAHBI JATUHCKUMU OykBamMu. CeKllMM MOTYT BKJIIOYaTh B ce0s
HOJICEKIIHH.

Pasnea 1. Tunossble yrpo3sl ceTeBoii 6€301aCHOCTH

Tema 4. Ilpumepsl cereBbIX aTak B ceTsix TCP/IP. Texuuveckne Mepbl 3alIUTHI OT
ceTeBbIX aTaK

JlabopaTopHasi pabora Ne 1 (12 yacos). CrtpoeHue cereii.

L]eny. VIzyuenue 6a30BbIX MEXaHU3MOB IMOJIyYeHUS HHPOPMAIMKU 0 KOHPUTYPALIUU CETH.
[TomyyeHne HaBBIKOB pabOTHI C Pa3IMYHBIMU MPOTPaAMMaMH, TO3BOJISIOIIUMH OIPEICTUTh
KOH(UTYpalio CeTH WIM KOH(UTYpaluio OTIENbHOIO YCTpoilcTBa B ceTH. TpeOyercs amns
BBITIOJTHEHUS BCEX MOCIEAYIONUX Ta00paTOpHBIX padoT.
3aoaua. Bee 3amaun Heooxoaumo BeimoaHUTE HA OC MS Windows 10 u BaseAlt (AnsT PabGouas
CTaHIMs, AJIBT CEPBED).

e Jlng Kaxao¥ W3 ONEpallMOHHBIX CHCTEM YCTAaHOBHUTH CIEAYIOLIEe MPOTrpaMMHOE
obecrieyeHue:
e (Ckanep 0e3omacHoctu Nmap (ZenMap - ¢ rpaduaecKuM peskiMOM )
e Wireshark
e Putty
e whois
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CceTAX

e tranceroute
e nslookup

e Tlpoussectn ananus caiita 80.250.180.133. OO6HAPYX UTH BCE OTKPBITHIC TOPTHI U
npoTOKOJbl. COCTaBUTh CXEMY paCIOJIOXKEHHUs JAHHOIO pecypca. YCTaHOBUTH
DNS umena pacnonoxxeHHbIX Ha ykazaHHoM [P aapece cepBepoB. b

e [IpomsBectTn moxakiOUeHue K cepBepy 62.76.32.162 mo mnportokony ssh
(cTaHmapTHBII TIOPT).

e [IpousBecTn mnepexBaT MakeToB ssh NPOTOKOJA HAMpaBISEMBbIX K JaHHOMY
cepepy npu nomomu Wireshark. Baumanue! Heo6xonmuMo moka3aTh mepexBar
MaKeTOB MMPH MOJIyYeHHUE TIEpBOro Kitova mudpobanus SSH.

e Jlns o6oux cepBepoOB yKazaTh HOMEpP aBTOHOMHOM CUCTEMBI U €€ BIaJielblia.

o [loaxmrounthes k WiFi cetn yHUBEpcUTeTa.

e Bpuucnurs IP agpec nutro3a Beixoaa B IHTEpHET.

e OmnpenenuTh MPOTOKOJ mMU(PpoBaHus Tpaduka.

Paznen 2. Kpunrorpaguyeckne MeToabl 3alMThl MHPOPMAIIMA B KOMIBIOTEPHBIX

Tema 5. Kpunrorpadpuyeckue npoTokoJibl odecneyeHus: 0€30MaCHOCTH

JlabopaTopnasi padota Ne2 (12 gaco). YaajéHHbIH gocTyn o npotokoay SSH.
L]env. I3yueHne BO3MOKHOCTEN MpoToKoJa SSH 115 mosiydeHus yAaI€HHOTO T0CTyIa K

cepBepy. BO3MOXKHOCTeW mpoTokona SSH nns mosydyeHus yJal€HHOrO AOCTyNa K CEpBEPY
3aoaua Nel. Bee 3amaun HEOOX0aMMO BBIMOTHUTH Ha BaseAlt (Anbpt PaGouast cranius, AnbT
cepsep), ¢ ucnonbzoBanneM OC MS Windows B kauecTBe KJIMEHTCKOW OMEPAIMOHHON CHCTEMBI.

VYcranoButh cuctemy openSSH cepsep Ha OC BaseAlt (AnsT Pabouast cranmus, AbT
cepsep) u putty Ha OC MS Windows.

Co3math K104 CEpBEPHOro MHU(PpOBaHUS HHPOPMALIUH.

Y CTaHOBUTH COSAMHEHHE C IAHHBIM CEPBEPOM C JIPYroro KIUEHTA, Ha KOTOPOM 3aIylIeH
WireShark. ITepexBaTuTh Ki1t0u cepBepHOTro mu(poBaHus.

3anpeTuTh nepeAavy Kiroda o OTPhITOMY KaHaly.

Co3aarb K104 KIMEHTA.

3anucarh K04 KJIMEHTa Ha OTYYXAaeMblil HOCUTENb HH(OPMAaLIUH.

YcranoButh coenunerue ¢ npyroit OC ucnons3ys kitou kiaueHTa. [lepexBatuts Tpaduk
U TIPOaHAIM3UPOBATH IMOTYYCHHBIE MaKeThl. OOBSICHUTh YBUICHHBIH PE3yIbTaT.

Coznate xmoun muppoBaHUS Ha KIMEHTE HCmonb3ys puttyGen. IlepemucaTh ux Ha
OTUYKJAaeMbIii HOCUTEJIb.

VY cTaHOBUTH KIIMEHTCKHUE KITtoun mudpoBaHus 1t openSSH.

[IpousBecTu coelMHEHUE C CEPBEPOM.

3aoaua Ne2. Bce 3amaun HEOOXOIMMO BBIMOJIHUTL Ha BaseAlt (Anbpr PabGouas cranius, AnbT
cepep), ¢ ucnonp3zoBanueM OC MS Windows B kauecTBE KJIMEHTCKOM ONEPAITMOHHONW CHCTEMBI.

OtxmounTs kueHTckuit kommnpiorep Ha OC MS Windows ot cetnt IHTepHeT.
Hactpowuts padots! npotokona SSH B pexxume PORT FORWARDING.

Coznmath «poOpoc» MopTa M3 BHYTPEHHEH 3alIUIICHHONW CETH Yepe3 cepBep /0 caifTa
www.ulsu.ru u nporokosioB HTTP u HTTPS.

[lepexBaTuTh OTHpaBICHHbIE MAaKeThl C HWHpoOpMANMEed U MPOJEMOHCTPHUPOBATH
WCITOJIb30BaHuEe MU(pOBaHUS HHPOPMAIIUH.
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Tema 6. 3amura BUpTYaabHbIX YacTHBIX ceTell (VPN)

JlabopaTopnasi padora Ne3 (12 uacos). Ucnosb3oBanue VPN.

Llenv. VI3ydyeHuwe BO3MOXXHOCTEW mporpamMMHoro obtecrmeuenus VPN mis cosnmanHus
3aIIUIICHABIX KOMIBIOTEpHBIX ceTeld. [lomydeHwe HaBBIKOB pPAa0OTHI CO CTaHAAPTHBIM
IPOrpaMMHBIM 0O€CTIeYeHUEM JIJIsl CO3/IaHusl 3alIUIIEHHBIX KaHAJIOB CBSI3U.
3aoaua Nel. Co3anue 3alUIIEHHOTO MEKCETEBOI0 B3aUMOCHCTBUS CETEH.

N3MeHnuTh KOH(UTYpAIIUIO CETH.
1. Ckayath Ha JIOKaJbHBIM >XECTKMH JHUCK TpU 00pa3za OMNEpalMOHHBIX cUCTeM: MS

Windows 10, MS Windows Server, BaseAlt (AnpT Pabouas cranmus, AIbsT cepep).

2. OTKITIOYUTHCS OT OOIIEH ceTr TadopaTOPUH M BKIIOYUTHCS B OJIUH U3 MapIIPyTH3aTOPOB

MicroTik.

3. Ha3nauutp mopTel Mapuitypusaropa cienyrommm odpazom: [lopter Nel,2 — VLANI;
[Toptst 3,4 — VLAN2;
[ToakntounTth BUpTyasibHbie MamMHbl KIIMeHTCKUX OC k VLANI.
[ToaknounTh BUPTYyaIbHYIO MAIIMHY ¢ cepBepoM kK VLAN2.
Cosznath Ki1r0uM qoctyna U (aisasl KOHGUTYyparuii Juist KIIMEHTCKUX KOMITbIOTEPOB.
YcranoButs VPN KiueHT U puMEHUTH (aliiibl KOHPUTYpaIUU.

8. Tlepemarsp daiin mo mporokoay SMB B 3amuIeHHON CETH.
3aoaua Ne2. Uctionp3oBanne AIIKII «KoHTrHERT» U1 CO3MaHUS 3aIAINEHHON CETH.
N3meHnTh KOH(PUTYpAITUIO CETH.
[Toakmrountek mopt 3 kK VLANDO.
[Tonyuuts kmoun mudposanus i AIIKI «Koratunent» Cepsep JocTyma.
ITogxmrounts AITKII «KoutnHenT» k VLANI.
Hactpoutrs AIIKII «KoutuHenT» CepBep A0CTyma B COOTBETCTBHUH C PYKOBOJICTBOM
aJIMMHHCTpATOpA.
5. Ilepenats daiin mo npotokoay SMB B 3amuiieHHON ceTH.

Now e

Eal e

Tema 7. PazpadoTka 3alllMIEHHBIX CETEBbIX NMPUJI0KEHUI

JlabopaTopnasi pa6ota Ned (8 yaco). PabGora ¢ cepruduraramu SSL.

Llenv. U3yuenne Bo3MoxkHOcTel nentpoB ceptudukamuu (Certificate Authorities).
[Toryuenue HaBBIKOB paboOThHl ¢ KpunTorpadguueckumu kioyamu. [IpumeHeHHEe BCTPOEHHBIX
cucteM muppoBaHus HHOOPMAILIUY B CTAaHAAPTHBIX MPUIOKECHHSIX OIIEPAIIMOHHBIX CUCTEM.
3aoaua. J1ns BeimoaHeHUs: JadopaTopHoi paboThl ucnosb3yoTess OC MS Windows u BaseAlt
(AnsT Paboyast craniusi, AT cepBep).

e Heo0XxoauMo YCTaHOBUTh M HACTPOUThH CJeAylollee MporpaMMHOE oOecredeHue:
OpenSSL

e Bprigars cepruduxar SSL Ha cBoe umsa: SN - nomkHo conepxarh Bamy ®MO. Takxe
ceptuduUKaT T0JDKEH cofepkaTh Bam AciicTBytomuii EMAIL anpec.

e (Cxkauath cepTuduKaT OTKphITOro Kitoua i Kopeiiko Anekcannpa MiBanoBuua.

e VYcranoButh ceprudukar B OC W HACTPOUTH DJICKTPOHHYIO IMOYTY TaKUM 0OpazoM,
4TOOBI OTMpAaBIsiEMbIe MUChMa COJEPKATH Bally SJEKTPOHHYIO TOINUCh W ObLIH
3ammdpoBansl U1t nmonyyarens Kopeiiko Anekcanap MBanosuu.

e VYcTaHOBUTH JIOKaBHBIA wWeb cepBep (apache, nginx).

e Brimate cepTudukar ais J0KaIbHOTO BEO cepBepa.

e [IpomemoHcTpupOBaTh paboTy Mo 6e30macHOMy https coeTMHEHHUIO.
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Otuer mo naGopaTopHOil paboTe AOKEH conepkaTh (paill ANEKTPOHHOrO MHCbMa B
dbopmare SMIME, a Takxe daitn cepruduxara.

Paznen 3. IlporpamMHo-anmapaTHble cpeacTBa oOecredyeHusi 0e30MacHOCTH B

KOMIIBIOTEPHBIX CETHX

Tema 8. Cpeacrsa 3amuThI JIOKAJBHBIX ceTell NMPHU NOAKII0YeHUN K UHTepHeT

JladopaTopnasi padora Ne5 (8 wacoB). MoaeaupoBaHue BUPTYAJbHOM CeTH.
[lenb. O3HakOMJIEHME C METOJAMH MOJICIUPOBAHUSA  CE€TE€. 3HAKOMCTBO C

TEJIEKOMMYHHUKAIIMOHHBIM 000opynoBanuem komnanuu CISCO. Pemenne npakTuueckux 3a1ad.
3aoanue. Beimonnsercs B mporpammHom obecriedenuun Cisco Packet Tracer

Bama ¢upma nepeesxaet B HOBBIH OHW3HEC-LIEHTD, TJI€ OHA apeH10Bajia 3 TIOMEIIEHUs, Ha
1-M, 2-M 1 3-Mm 3Taxe. Y Bac eCTh OrpaHUYCHHBINH HA00p 000PYAOBAHNUS:

3 kommyTtaropa Cisco 2960

Mapmpytuzarop Cisco 1941

poytep Cisco WRT300N

Bac nonpocunu pazpabotaTh cXeMy CETH CO CIEAYIOIIMMU TPEOOBAHHUSIMU:

JI1060i1 KOMITbIOTEP KOMIIAHUU MOKET CBA3BIBATHCSA C JIOOBIM JIPYTUM KOMIIBIOTEPOM, HO
IIPU ATOM, KaXKI0€ MOMEIIEHHE JOKHO OBITh H30JIMPOBAHO.

Ha tperbem aTaxke momxkHa ObITh ycTaHoBieHa WiFi Touka goctyma. Touka gomkHa
uMeTh mapoib ulsu3Oyears, momkHBI BhIIaBaThesl mepBbie 20 ampecoB. SSID momken
OBITH CKPBIT.

Ha Bropom staxxe ycranosieH WEB cepsep. [locTyn K HeMy IOJDKHBI MMETh BCE
KOMITHIOTEPHI 110 JIOKAIbBHOMY UMeHH "sharepoint”.

Ha mepBom sTaxke 3 paboumx mecta, Ha BTOpoM 2 pabouux mecta u cepsep, Tpetuit 10
pabouux MecT, B TOM uuciie 5 6eCIpOBOIHBIX.

K cereBomy 000pynoBaHMIO JOJDKEH OBITH MpeaocTaBieH Oe3onmacHblil qoctyn mo SSH.
Hns  nmoctyma kK 00OpyIOBaHMIO Bac MONPOCHIM CO3AaTh aJIMHUHHCTPATUBHYIO
BUPTYaJIbHYIO CeTh "mi6".

Tema 9. 3amuTa cepBepoB U pad04YUX CTAHIUIA.
JlaGopaTopHas padora Ne 6 (12 yacoB). OOHapyxkeHHe BTOPKEHHIA.
Llenv. V3ydyeHWe BO3MOXKHOCTEH COBPEMEHHOI'O MPOTPAMMHOIO OOCCIICUCHHS IS

oOHapy>KeHHs BTOpKEHUU. YTIpaBlieHHE MTpaBUiIaMy O€30MTaCHOCTH, aHAJIN3 JKyPHAJIOB COOBITHH.
3aoaua. YcTaHOBKA M HACTPOMKa CUCTEM OOHApY>KEHUsI BTOpKeHHH B ceTu. [IpoBeneHne ataku
Ha 3aIIMIICHHBIA CerMeHT ceTH. [lis mpoBeleHMsT aTaku pPEKOMEHAYETCs HCIOIb30BaTh
cnienranuzupoBanubiil aucTpudyTB OC — Kali Linux.

Ha OC cewmeiictBa BaseAlt (AnbT Pabouas cranius, AnbT cepBep) CleayeT YCTaHOBHUTD
1 HACTPOUTH CUCTEMY OOHApYKEHUsSI BTOPKEHHM Snort

[Ipu momomu yTHIUT TpeaycTaHOBIeHHbIX B auctpuOytuB Kali Linux mpoussectn
aTaky Ha J1000# CBOI KOMITbIOTEp, TOJKIIOUEHHBIN K cucTeMe 00HApy>KEHUS! BTOP>KEHHH
Snort.

[TokazaTe, kKak Snort 0OHapy>KHJI aTaKy Ha Balll pecypc.

Co3nate npaBuio, oonapy-xusatonire ICMP araku Ha Bam pecypc.

AHanu3upoBaTh KypHaJl COOBITUN U MPOJAEMOHCTPUPOBATH OOHAPYKEHUE ATAKH.
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Tema 9. 3amura cepBepoB U padoYMX CTAHIUH.

JladbopaTopnas padora Ne 7 (12 uacoB). AIIKII «KoutuHenT» OOHapykeHue
BTOPKEHUH

Lens. V3yuenne Bo3moxkHocted komiuiekca AIIKII «KountunenT» mnis perucrpauuu
BTOPKEHUI B JIOKATbHYIO CETh.
3aoaua. O3HaKOMIJIEHUE C CEPTHPHUIUPOBAHHBIMU CHCTEMaMH OOHAPYKEHUS BTOPKEHUN B CETH.
PaGoTa ¢ npaBunamu punbTpanuy 1 0OHApy>KCHHS aTak.
N3meHnTh KOH(PUTYpAITUIO CETH.
1. OtkmrouuTh pabovyyr0 CTAHIUIO OT JIOKAJBHON CETH JabOpaTOpUU M TOIKIIOYHUTHCS K
MapmpyTtusaropy MicroTik.

2. Hactpouts noptel Mmapuipytuzaropa Nel,2,3 8 VLANI.

3. Hacrpouts mopt mapmpytuzaropa Ne4 B pesxkum MIRRORING («3epkamupoBaHue»).

4. Togxmounts AIIKII «KouTrHEHT» K mopTy Ned.

5. Hacrpouts AIIKII «Kontunent» Cucrema o0OHapy»XeHUs BTOPKCHUU B PEKUME
PROMISCUOUS MODE.

6. Ilpoussectu ICMP ataky B ceTu.

7. TlpomemoHCTpupoBaTh pe3yiabTarhl padoThl npasui Ha AIIKII «KoHTHHEHTY.

8. TEMATHUKA KYPCOBBIX, KOHTPOJIbHbIX PABOT, PE®@EPATOB

8.1 KoutponbHble paboTsl W pedeparbl He NPEAYCMOTPEHBI YYE€OHBIM IUIAHOM
JUCLUTUIMHBL

8.2 IlpuMepHasi TeMaTHKa KypCOBBIX padoT:

1. Pa3paboTka 3anumiéHHOM CHCTEMBI KOHTPOJISI KOMIIBIOTEPOB, NepUEpHitHOTO
000pyI0BaHUS U IPOTPAMMHOTO 00ECTICYCHHS B IOMEHHOW CETH

2. Pazpabotka smaboparopHoro npaktukyma o uzydennto C31 ot HCJ] Dallas Lock

3. Pa3paboTka aucrerdepa AOCTyNa JUIsi THIIOBOM HH(OPMAIIMOHHON CHUCTEMBbI

4. Ananm3 3¢ (HEKTUBHOCTH UCTIOJIb30BaHUS (DU3NISCKUX CPENICTB 3aIIUTHI

5. Pa3pabotka cteraHorpau4eckoil MmojAcucTeMbl 3alUThl MHPOPMALUU TPEATPHUITUS
Ha OCHOBE METOJIOB CKPBITHS HH(OPMAITUU B U300paKEHUH

6. Pa3zpaboTka cteraHorpau4eckoil MmojAcucTeMbl 3alUThl MHPOPMALUU TPEATIPHUITUS
Ha OCHOBE METOJIOB CKPBITHS HH(GOpMAIUK B ayinodaiinax

7. Pa3zpabotka noacucremsl pasrpanuuenus nocryna CYB/] npennpustus

8. Pa3paboTka nmoacucTemsl 3amuThl caiita or SQL-uHbEKINN

9. Pa3paboTka cuctembl ayTeHTH(PUKALUU JUII MHPOPMAIMOHHOW CHCTEMBI THUIIOBOTO
IPENpUATHS

10. Be3onacHocTh 00paOOTKH JaHHBIX O0JIAYHBIMH CEPBUCAMHU

8.2.1 IlpaBuia opopmiieHHsI KypPCOBBIX padoT

TpeboBanus K KypcOBbIM paboTaM JJIsi CTYACHTOB OTPaKEHBI B YU4€OHO-METOIUIECKOM
nocoOuu: MeToauyeckne YKa3aHHUs [0 HANHMCAHUIO KYPCOBBIX M JHUIUIOMHBIX pPaboOT JuIs
cTyneHToB crenuanbHocTH «KommbiotepHas 6e3onacHocTthy» / A.C. AHmapeeB, A.M. MBaHI1oB,
C.M. PaneeB.— VY IBSIHOBCK: yal'y, 2017. - 40 c.
URL:ftp://10.2.5.225/FullText/Text/Andreev_2017.pdf.
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9. MEPEYEHD BOITPOCOB K DK3AMEHY U 3AUETY
9.1 IEPEYEHB BOITPOCOB K 3AUYETY

1. Ctaguu npoBeneHUsI CETEBOM aTaKH.

2. Knaccugukaius ceTeBbIX yrpo3, ysI3BUMOCTEH U aTak.

3. ATaku Ha peanu3aliy CeTEeBbIX IPOTOKOJIOB, OTAEIbHBIC Y3JIbl U CITYKOBL.

4. OcHOBHBIE MEXaHU3MBbI IPOBEICHUS CETEBBIX aTaK Ha pa3nuyHbIX ypoBHAX Moxaenn ISO/OSL
5. IIpobnembr obecnieueHrss KOHPUACHITMATHHOCTH, IIETOCTHOCTH U JOCTYITHOCTH HH(POPMAITHHI
Ha pa3nuyHbIX ypoBHsIX Mmoaenu ISO/OSIL

6. Y nanéanoe onpenenenre Bepcun OC ¢ UCTIOIB30BaHUEM 0COOCHHOCTEH peaan3aliy CTeKa
npotokosnoB TCP/IP.

7. OCHOBHBIE MEXaHU3MBI peann3aiuu atak B cetsx TCP/IP

8. MeToabl CKaHUPOBaHHUS TOPTOB.

9. Metoasl 00HaApYKEHUS TTAKETHBIX CHU(EPOB.

10. Metozs! o6xona MD.

11. OcHOBHBIE METOIBI IEpEXBaTa CETEBBIX coeanHenuii B cetsx TCP/IP

12. ImnepcoHanus BCaenyto.

13. Jecunxponuzanust TCP-coenrHeHuUiA.

14. Ataku, HallpaBJICHHBIE HA CETEBYIO HHPPACTPYKTYPY.

15. 3amuTa OT aTak, HaIPABJICHHBIX HA CETEBYIO HHPPACTPYKTYDPY.

16. [Ipumeps! cereBrix atak B cetax TCP/IP.

17. OcHOBHBIE TEXHUUYECKHUE MEPBI 3aIUTHI OT CETEBBIX ATAK.

18. IIpunyxaeHue K YCKOPEHHOH nepeaaye.

19. Ataku, HanpaBJIeHHBIE HA OTKa3 B 00CITYKUBaHUH.

20. 3mMeHeHne KOHPUTYpPAIIMH U COCTOSHUS XOCTOB.

21. Henocrarku mpotokoioB cemeiictBa TCP/IP ¢ Touku 3peHus obecrieueHns 0€301MacHOCTH
uHpOpMaLIKH.

22. OcHOBHbIE KpUnTorpapuyeckrue METOIbI 3alIUThl HHPOPMAIIUU B BBIYMCIUTEIbHBIX CETAX.
23. IIpoTokobl ayTeHTU(UKAIIMHN HA TIPUKIATHOM YPOBHE.

24. IIporokon Kerberos.

25. IIpoTokob! ayTeHTU(UKAITIN HA TPAHCTIOPTHOM YPOBHE.

26. [Iporokon SSL/TLS.

27. IOCTOMHCTBA U HEIOCTATKU ayTeHTU(UKAIIMH HA pa3IMuHbIX ypoBHIX Mojenu ISO/OSI.
28. Ha3znaueHue, OCHOBHbIE BOZMOXHOCTH, MPUHIUIBI ()YHKIIMOHUPOBAHUS U BAPUAHTHI
peanuszaunu VPN.

29. Opranu3anus TYHHEIUPOBAaHMS Ha pa3muuHbIX ypoBHIX Moaenu [ISO/OSI. JlocronncTBa n
HenocTatku npumeHenus VPN.

30. ITporokoxn IPSEC. IIpotokonst AH u ESP. Oco6ennoctu padotsr npotokosa [P SEC B
TYHHEIIbHOM U TPAHCTIOPTHOM PeXHMaX.

31. Ilporokon ynpasnenus kimodamu ISAKMP/Oakley.

32. Ucnonb3oBanue nporokosa L2TP ayig opranu3anuy BUPTyalbHbIX YaCTHBIX CETEH.

9.2 IIEPEYEHb BOITPOCOB K 9K3AMEHY
1. Ha3Hauenwue u pyHKIINN 3QIIUANIEHHBIX CETEBBIX MPHUIIOKCHHUH.
2. Ayrentudukanus, mmdpoBaHUEe, OOECIEUEHUE IEIOCTHOCTH C  HUCIOJIB30BaHUEM
nporpammHoro unrepdeiica SSPI.
3. Ilporpammuslii uaTEpdeiic OpenSSL.
4. XapakTepuCTHKa HIpOrpaMMHO-aIllapaTHBIX CPEACTB obecreueHuss Oe30macHOCTH B
BBIUHCITUTEIBHBIX CETSIX.
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5. OcHOBHBIE CpEACTBaA 3aIUUTHI JOKAIBHBIX CETEH MPU NOAKIIOYEHUH K VIHTEpHET.
6. MexceteBbie 2kpanbl (MD). Mecto u poinb MO B obecrieueHnn ceTeBOi 0€30MMacHOCTH.

7. Knaccuduxarms MO.

8. OcHoBHBIE TpeOOBaHU K MD.

9. OcHOBHBIE BO3MOKHOCTH U CXEMBI pa3BepThiBaHUSI MD.

10. JlocTouHcTBa M HEAOCTaTKH MDO.

11. [locTpoenue mpaBui GUIBTPALHH.

12. Metonpl ceTeBoit Tpancisnuu aapecoB (NAT).
13. 1111110361 YpOBHS IPUIIOKEHUH.

14. Peanu3anus ceTeBOH ITOJIMTUKNA OE€30IaCHOCTH C UCIIOIb30BaHrneM MD.
15. OcHOBHBIE METOABI 00X0/1a MEKCETEBBIX IKPAHOB.
16. ITpoGembI 3aIUTH CEPBEPOB U PAOOUNX CTAHITUH.
17. Cucremsl ooHapyxkenus Bropxxenuit (COB).

18. CpencTBa u METOIBI IPEAOTBPAIICHUSI 1 OOHAPYKCHHS BTOPKEHUM.

19. Ha3znadeHue 1 BO3MOKHOCTH CPEJICTB OOHAPYKEHHS BTOPKCHU HA XOCTHI.
20. I[IpoTOKOJIBI U CETEBBIE CITYKOBI.
21. MecTo u poiib CpeCTB OOHAPYKEHUS BTOP>KEHUH B O0IIIEH CHCTEME 00ECTICUeHHS CETEBOM

0€30I1aCHOCTH.
22. Knaccupukanus COB.

23. BeIsiBlIeHHE aTaK HA OCHOBE CUTHATYP aTaK M BBISIBIICHUS aHOMAJIHIA.
24. AynuT NpUKIaTHBIX CITYXO.

25. CpenctBa 0OHApYKEHUS YI3BUMOCTEH CETEBBIX CITYKO.

26. OcHOBHBIE CIOCOOBI MPOTHUBOACHCTBUS BTOPIKEHUSIM.
27. Cuctembl BupTyanbHbIX JioByIek (Honey Pot u Padded Cell).

8. CAMOCTOSATEJIbBHAA PABOTA CTYJIEHTOB

HasBanue pasznenos u teM | Bua camocrosTenbHOM Ob6vem B | ®opma KOHTPOIIS
paboThI gacax

Pasnen 1. Tumnoseie yrpo- | Ilogroroska k jexuuu, Tectsl epen
36l CETEBOI O€30IIaCHOCTH | MOATOTOBKA K cade 6 JIEKITHEH, DK3aMeH
Tema 1. CereBble aTaku JK3aMeEHa
Paznen 1. Tema 2. | IloagroToBKa K JIEKIHH, Tectsl iepen
Mexanusmbl  peanu3alnuy | IOATOTOBKA K cllaye 6 JIEKIUEH, DK3aMEH
arak B ceTsix TCP/IP JK3aMeHa
Paznen 1. Tema 3. | IloaroroBKa K JIEKIUH, Tectol nepen
Meroasl mnepexBaTa ceTe- | CEMUHApPY, MOATOTOBKA 6 JIEKIIMEH, TECTHI Ha
BBIX COCIMHEHUH B ceTsaX | pedeparoB, MOATOTOBKA K CEMHHAape, 3K3aMeH
TCP/IP clade DK3aMeHa
Paznen 1. Tema 4. | IloagroToBKa K JICKIHH, Tectsl iepen
IIpumepsl ceTeBBIX aTak B | CEMHUHApY, IOJArOTOBKA JIEKLMEN, TECTHI HAa
cerax ~ TCP/IP.  Texnu- | pedepaToB, HOATOTOBKA K 20 CEMHHape, 3K3aMeH
YECKHE MeEphl 3allUThl OT | cAade SK3aMeHa
CETEBBIX aTaK
Pasnen 2. Kpunrorpa- | [logroroska k jexuuu, Tectsl epen
(uyeckue MeTobl 3alUTHI | MOATOTOBKA K cllaye JIEKIMEHN, dK3aMEH
uHpOopMaIu B | OK3aM€Ha
BBIYMCIIMTENIBHBIX  CETSAX.
Tema S. Kpunrorpa-
(buueckune MTPOTOKOJIBI 14

®dopma A Crpanuna 15u3 20




MunmcTepcTBO HayKH M Bbiciero oopasoBanus PO
VY bSHOBCKHI TOCYJapCTBEHHbIH YHUBEPCUTET

®dopma

®-Paboyas mporpaMma 1o JUCHHUIUINHE

oOecnieueHus 0€30MaCHOCTH

Paszgen 2. Tema 6. 3amura

IToaroroBka K JEKIHH,

Tectsl iepen

BUPTYaJIbHBIX YACTHBIX | CEMUHApPY, MOJATOTOBKA 20 JIEKIIMEH, TECThI Ha

cereit (VPN) pedepaToB, MOATOTOBKA K CEMUHape, YK3aMeH
cJayde sK3aMeHa

Paznen 2. Tema 7. | IloaroroBka K JICKIIHH, Tectbl nepen

Pa3paboTka 3alIUIIEHHBIX | CEMUHAPY, IOJTOTOBKA 14 JIEKIMEH, TECThI Ha

CETEBBIX MPUIOKEHUN pedepaToB, NOArOTOBKA K CEMUHape, 3K3aMeH
cJayde sK3aMeHa

Pasnen 3. IIporpammHo- | [logroroBka k 3aHsATHIO, Tectsl epen

anmapaTHble CpeIcTBa | MOJrOTOBKA pedepaTos, JIEKIMEH, TECTHI Ha

obecrnieueHns 6€30MacCHOCTH | MMOATOTOBKA K CEMHHAPY, CEMUHape, BOMPOCHI

B KOMIIBIOTEPHBIX CETAX | JabopaTopHBIM paboTam, 20 Ha jJabopaTopHOM

Tema 8. CpenctBa 3amuThl | TOATOTOBKA K cllaye pabote, SK3aMeH

JIOKaJbHBIX  CETEH  IpH | dIK3aMeHa

OAKIOUEHUHU K MHTepHeT

Pazgen 3. Tema 9. 3ammura | ITogroropka K JeKIuu, Tectsl iepen

CEpBEPOB U pabouux | CEMHHApY, OJTOTOBKA 78 JIEKIMEH, TECThI Ha

CTaHIH

pedepaToB, MOATOTOBKA K
claue 9K3aMeHa

CEMHHApEC, SK3aMCH

dopma A
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11. YYEBHO-METOJINYECKOE 1 HH®OPMAIIMOHHOE OBECIIEYEHUE
TACIATLITAHBI

a) CniMcok peKoMeH1yeMoil JIuTepaTyphbl:

OCHOBHAasl

1. 3aneunukoB C.B., OCHOBBI TMOCTPOCHHUS BUPTYAJIbHBIX YaCTHBIX CeTeil: YdueOHOe
nocobue st By3oB / 3ameunukoB C.B., MwunocmaBckas H.I'., Tonctoii A.U. - 2-e wu3n.,
crepeotull. - M.: I'opsiuas nunus - Tenekom, 2011. - 248 c¢. - ISBN 978-5-9912-0215-2 - URL:
http://www.studentlibrary.ru/book/ISBN9785991202152.html

2. Nymkun A.B., [IporpamMmMmHo-anmapaTHbie CpencTBa odecreueHus HHPOPMAIMOHHON
6e3omacHocT: YueOHoe mocobue ams By3oB / A.B. Jlymkun, O.M. bapcykos, E.B. Kpasios,
K.B. CnaBuos. [lox penakuueit A.B. Jlymikuna - M.: I'opsiuas nunaus - Tenekom, 2016. - 248 c. -
ISBN 978-5-9912-0470-5 - URL: http://www.studentlibrary.ru/book/ISBN9785991204705.html

AOMOJTHUTEIbHASI

1. Hekommepueckas untepuer-sepcust CIIC "Kouncynprantlntoc":

1.1 3axon Poccuiickoit ®enepaunn ot 21.07.1993 Ne 5485-1 «O rocynapcTBeHHOU
taiine». - URL: http://www.consultant.ru/document/cons_doc LAW 2481/

1.2 ®epepanpubiii 3akoH oT 27 wumions 2006 r. Ne 149 - ®3 «O6 wunpopmammw,
nH(pOpPMaAITMOHHBIX TEXHOJIOTHSIX " 0 3a1uTe uHpopMaIum» - URL:
http://www.consultant.ru/document/cons_doc LAW_ 61798/

1.3 [oxtpuna wuHpopmanmonHoit Oe3zonacHoctn Poccuiickoir ®enepammu  (Yka3
[Ipesunenta PO ot 05.12.2016 N 646 "OO6 yrBepkaeHun JIOKTpHHBI HHPOPMALUOHHOM
0€e30I1aCHOCTH Poccuiickoii denepanun") - URL:
http://www.consultant.ru/document/cons_doc LAW 208191/

1.4 ®denepanbhbiii 3akoH oT 06.04.2011 N 63-P3 «O06 annekTponHoi moamucu» - URL:
http://www.consultant.ru/document/cons_doc LAW_112701/

2 I'OCT P UCO/MBK 27002-2012 MudopmanroHHass TeXHOJOTUsA. METOABl M CPEACTBA
oOecrieyeHust 0e30macHOCTH. Cson HOPM u MpaBUII MEHEDKMEHTa
/I TOCT-Dkcnepr - emuHas ©6aza ['OCToB Poccuiickort @enepanmu i oOpa3oBaHHS U
npomsinuieHHocTd. - URL: https://gostexpert.ru/gost/gost-27002-2012.

3 buprokoB A.A. HWHpopmanmonHass 06e30MacHOCTh: 3allUTa U HamaJeHue
/ buprokoB A. A. - Mocksa: JIMK Ilpecc, 2017. - 434 c. - ISBN 978-5-97060-435-9. - Tekcr:
AJIIEKTPOHHBIN // 9bC "KoncynpTant cTyneHra': [caiiT]. - URL:

https://www.studentlibrary.ru/book/ISBN9785970604359.html

yueOHO-MeTOoAn4ecKast

1. UBanmoB A. M. Meroauveckne yka3zaHus JUIsl CAMOCTOSITEIbHOW pabOThl CTYJICHTOB
no JucHuIuinHe «be30macHOCTh BBIYMCIUTENBHBIX CETEH» IJIs CTYJIEHTOB CIEIUAINTETa TI0
crnenuanbHocT 10.05.03 ounoii popmer oOyuenuss / A. M. Usannos; Ynl'Y, ®MUKAT. -
VYapsHoBck @ Yal'y, 2021. - 14 «c¢. - HeomyOmukoBanueii pecypc. - URL:
http://lib.ulsu.ru/MegaPro/Download/MObject/10729

CormnacoBano:
Benymmuii cnermanuct Hb Yil'V / Tepexuna JILA. / ﬂ'b /_04.05.2022 /
JIOJDKHOCTH COTPYIHUKA HAYYHOW OHOIMOTEKH DO TIOJINUCH nara
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0) [IporpamMHoOe o0ecnieueHne

- onteparmonHas cpena OC Windows/ Anet PaGouas cranmus §;

- Microsoft Office / MoiitO¢duc CtanmapTHBIH.

B) IIpodeccuonasibubie 02361 JAHHBIX, HHPOPMANUOHHO-CIIPABOYHbIE CHCTEMBI

1. D1eKTPOHHO-0UO0JINOTEYHbIE CHCTEMBbI:

1.1. Hudposoit obpazoBarenbHbiii pecypc I[PRsmart : snexTponHO-OMOMMOTEUYHAS
cucrema : caiir / OOO Kowmmnanus «Ai Ilm Ap Menuay. - Caparos, [2022]. — URL:
http://www.iprbookshop.ru. — Pexxum mocTyma: nmisi 3aperucTpup. mojib3oBaTenieid. - TeKcT :
JJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTenbHBI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEITHCTBO FOPAMT. — Mocksa, [2022]. - URL:
https://urait.ru. — Pesxum goctyma: yist 3aperucTpup. mojab30Bareiel. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnmoreka rexunyeckoro BY3a (OBC «KoncynbTant
CTYJIEHTa») : DJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO IlomuTexpecypc. — MockBa,
[2022]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexum ngocryma: s
3apEerucTpup. Mojap3oBaTenaei. — TEKCT : 3IEKTPOHHBIM.

1.4. KorcynbTaHT Bpada. DIEKTPOHHAS MEIUIIMHCKAs OMOIMOTeKa : 6a3a TaHHBIX : CAlT /
OOO Beicmiass MmKoia OpraHu3allMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KoMIIeKCHBIN
MEAWIIMHCKUI KoHcanTuHr. — Mocksa, [2022]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. bonpias MeguIIMHCKas OUOINOTEKA : DIEKTPOHHO-OMOIMOTEUHAs CUCTEMA : CalT /
00O bykan. — Tomck, [2022]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocrymna:
JUISL 3aPETUCTPHUP. IOJIb30BaTeNIel. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0MbOMMOTeUHas cuctema : cailt / OOO DBC Jlanpb. — CaHKT-
[etepOypr, [2022]. — URL: https://e.lanbook.com. — Pexxum pgoctyma: s 3apeructpup.
noib3oBaTenen. — TeKCT : 3JIEeKTPOHHBIM.

1.7. OBC Znanium.com : 3J1eKTpOHHO-OnOIMOTEUHas cucrema : caidt / OOO 3HaHuyMm. -
Mocksa, [2022]. - URL: http://znanium.com . — Pexum npoctyma : Uisl 3aperucTpup.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

1.8. Clinical Collection : Hayuno-undopmarmonHas 6aza maaasix EBSCO // EBSCOhost
: [mopran]. — URL: http://web.b.ebscohost.com/ehost/search/advanced?vid=1&sid=9f57a3el-
1191-414b-8763-e9782819f7e1%40sessionmgrl02 . — PexuMm jgoctyma : il aBTOPH3.
II0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.9. baza nannbix «Pycckuii Kak MHOCTpaHHBINY : JIEKTPOHHO-00Pa30BaTEIBHBIN PeCypc
JUTsE UHOCTpaHHBIX cTyneHToB : cait / OOO Kommnanus «A# Ilu Ap Meaua». — Capatos,
[2022]. — URL: https://ros-edu.ru. — Pexxum moctyna: jyist 3aperucTpup. mojib3oBateneil. — TekcT
: DJICKTPOHHBIMN.

2. KoncyabsTantIliaroc [DrekTpoHHBIN pecypc]: cipaBodyHas mpaBoBasi cuctema. /000
«Koncynprant ITntocy - DnekTpoH. naH. - Mocksa : Koncynsrantllnoc, [2022].

3. ba3bl JaHHBIX NEePUOTUYECKUX U3TAHUIN:

3.1. ba3a nansbIX nepuonnyeckux m3ganuii EastView : snextponHbie )ypHabl / OO0
NBUC. - Mockaa, [2022]. — URL: https://dlib.eastview.com/browse/udb/12. — Pexxum noctyna :
JUISL aBTOPHU3. TIOJIb30BaTENE. — TEKCT : 3JIEKTPOHHBIN.

3.2. eLIBRARY.RU: nayunas snexktpoHHas Oubnuoreka : cakt / OOO Hayunas
OnekrponHas bubnmoreka. — Mocksa, [2022]. — URL: http://elibrary.ru. — Pexxum noctyna : ans
aBTOpH3. MOJIb30BATENEH. — TEKCT : AJIEKTPOHHBIN

3.3. DnexrponHas Oubmmoteka «M3narensckoro noma «I'pedbennukoB» (Grebinnikon) :
anexkTpoHHass Oubmumoreka / OOO W] I'pebennumkoB. — Mocksa, [2022]. — URL:
https://id2.action-media.ru/Personal/Products. — Pexxum gocTyma : j1sl aBTOpH3. MOJIb30BATENICH.
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— Teker : 3JEeKTPOHHBIN.
4. @enepanbHasi rocyaapcrpeHHasi mHpopmanmuoHHass cucreMa «HanumoHanbHas
3J1eKTPOHHas OMOJIHOTEKA) : IIeKTpoHHast Oubmnoreka : caidt / ®I'BY PI'b. — Mockaa, [2022].

— URL: https://H30.pd. — Pexxum noctyna : ayis mojap3oBareneid HayqYHo OnOanoTeku. — TeKcT :
JJIEKTPOHHBIN.
5. SMART Imagebase : HayuHo-uHGopMarmonHas 0a3a nanHelx EBSCO // EBSCOhost
[mopran]. — URL: https://ebsco.smartimagebase.com/?TOKEN=EBSCO-

1a2ff8¢c552a76d8229047223a7d6dc9c&ccustid=s6895741. — Pexxum nmoctyma : IJIsi aBTOPH3.
nojb3oBaresnei. — M3o00paxkeHue : 3eKTpOHHBIE.

6. @PenepanbHble HHGOPMALMOHHO-00Pa30BaTe/IbHbIE OPTAJIbI:

6.1. EquHoe OKHO JIOCTyIa K 00pa3oBaTeldbHBIM pecypcaM : (enepalbHbIi mopran . —
URL.: http://window.edu.ru/ . — TeKcT : 2JI€KTPOHHBIH.

6.2. Poccuiickoe obpa3oBanue : enepanbueiii mopran / yupeautrenb OI'AY « ODULTO».
— URL: http://www.edu.ru. — TeKcT : 2JIeKTPOHHBI.

7. O6pa3oBaresibHbIe pecypebl Yal'y:

7.1. DnexTponHas oubnmoreyHas cuctema Yil'y : Mmoaynb «DIeKTpoHHAs OMOIHOTEKa»
ABUC Mera-ITPO / OO0 «Jlara Dkcmpeccy». — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexxum
JIOCTYTIA : JIS TIOJIb30BaTeNield HayqYHOU OMOMMOTeKH. — TEKCT : AJeKTPOHHBIH.
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJIUMHBbI:

AyauTopuu JUIsl TIPOBEJCHUS JIEKIMH, CEMHHAPCKUX, JTaOOopaTOpHBIX 3aHaTuil: 3/317,
2/246.

Ayautopus 2/240 yKOMIUIEKTOBaHA CHCIHATM3UPOBAHHOW MeOebl0, y9eOHON JTOCKOM,
UMEIOTCS MYJbT MYJIBTUMEAUNHBIE CPEACTBA: KOMIIBIOTEP W MPOEKTOp; HCIONb3YIOTCA
MynbTUMeAniTHBIE TexHonoruu. MS Office, Internet Explorer, Power Point, MS Excel.

Hcnonbs3yeMble TEXHUUECKHUE CPEICTBA:

- cucTeMa 3alIuThl KOHGUICHIMATbHON HHpOpMAIK U TEPCOHANTBHBIX TaHHBIX «Secret
Disk;

- 3JEKTpOHHBIN 3aMoK "C0060b";

- TepPCOHAJIbHBIEC CPEJCTBA AyTCHTU(DUKAIMH U 3alUIIEHHOTO XpaHeHUs JaHHbIX - USB-
KJIIOUM U cMapT-KapTel eToken;

- cucrema 3ammThl oT HCJI «Dallas Lock»;

- MEepPCOHAIBHOE CPEACTBO KpunTorpadudeckoi 3amuthl nHGopManmu « LTUTTKA;

- IPOrpaMMHO-AINapaTHEIA KoMIuieKke VipNet».

13. CHEHHUAJIBHBIE YCJIOBUSA 111 OBYUAIOHIUXCA
C OTPAHUYEHHBIMH BO3MOXKHOCTSAMU 310POBbA

B cnywae HeoOXogummocTH, OOyYalOIIMMCA €3 YWCIA JIMI C OTPAaHHYCHHBIMH
BO3MOKHOCTSIMU 37I0pOBbs (IO 3asBJICHUIO OOYYarONIMMCS) MOTYT MpeJjaratbCsi OJHH U3
CIEIYIOIIMX BapUAHTOB BOCHPHUATHS WHPOPMAIMU C YYETOM WX HHIWBUIYaITbHBIX
MCUXO(PU3NIECKIX BO3MOKHOCTEH:

— Qs JUIl ¢ HapylmieHHeM 3peHus: B (QopMe IIEKTPOHHOTO JIOKYMEHTa,
WHANBUIYAIbHBIE KOHCYJIBTAIIUU C MPUBJICUCHUEM TU(HIOCYPIOTIEPEBOUNKA, HHIUBUIYaThHBIC
3aJJaHUSI U KOHCYJIbTAIIHST;

— JIJIs JIUI] C HApYIICHHEM CiTyXa: B (OpMe JIEKTPOHHOTO JOKYMEHTA, HHINBUy TbHBIC
KOHCYJbTallUM C TPUBJICYCHUEM CYPHAOIIEPEBONYMKA, HWHIUBUAYAIBHBIE 3aJaHUS U
KOHCYJIbTAIS;

— QI JUI] C HApyIICHUEM OIOPHO-JIBUTATEIBLHOTO amnmapara: B (GopMe 3JIEeKTPOHHOTO
JOKYMEHTa, UHAUBUAYAIbHbBIC 3a1aHU U KOHCYJIbTALIU.

B ciyuae HEOOXOJMMOCTH HCIOJNB30BaHHUS B YYEOHOM TIPOIECCE YACTHYHO/MCKITIOUUTEIHEHO
JMMCTAHITMOHHBIX 00pa30BaTEILHBIX TEXHOIOTHH, opranm3arus padotsl [II1IC ¢ obyuatomumucs ¢ OB3 u
WHBAIHMJIAMU TIPETYCMATPUBACTCS B AJICKTPOHHON MH(POPMAIIMOHHO-00pa30BaTEILHON CPEJIe C YISTOM HX
WH/IMBHUTy AJTLHBIX MICUXO(QU3UYECKUX OCOOCHHOCTEH.

PaSPaGOTL[HO z - JIOIIEHT Kadeaphl MpanuoB Anjapeit MuxaiioBu4
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y /ﬁ B
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Hpnnoxenne 1
0) lporpammuoe obecneuenne: MoitOduc Cranmaptaerii, AnpT Pabouas cranmms 8.
8) Ilpogheccuonanvrvle 6azvl OAHHBIX, UHDOPMAYUOHHO-CHPABOUHBLE CUCTIEMDL
1. D1eKTPOHHO-0HUOJIMOTEYHbIE CUCTEMBI:
1.1. Lludposoii oOpazoBatenbHblii pecypc [PRsmart : anexTpoHHO-0MOIMOTeUHast CUCTEMa : CaiT /
00O Komnanus «Aii [Iu Ap Meauay. - Capatos, [2023]. — URL: http://www.iprbookshop.ru. —
Pexxum mocTyna: Jyisi 3aperucTpup. Nojb30oBaTeNe. - TeKCT : 2JIEKTPOHHBIH.
1.2. O6pasoBatensHas miathopma FOPANT : 06pasoBaTeNbHbIil pecype, SeKTPOHHAs GHOIMOTEKa
caittr / OO0 Dnexrponnoe u3natenbetBo «IOPANTY. — Mocksa, [2023]. - URL: https://urait.ru. —
Pexxum goctyna: anist 3aperucTpup. Mojap30BaTene. - TEKCT : 3eKTPOHHBIMN.
1.3. baza nanubIx «OnekTpoHHas oudmmoTeka Texanaeckoro BY3a (OBC «KoucynbTaHT cTyneHTay)
: AIEKTPOHHO-OnOmMoTeuHas cucrema : caiit / OO0 «Ilomurexpecype». — Mocksa, [2023]. — URL:
https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum poctyna: s 3aperucTpup. MoJb30BaTeIICH. —
TekcT : 2JeKTPOHHBIN.
1.4. KoncynbTanT Bpaya. DIeKTpOHHAs MeAMLIMHCKas Onbanoreka : 6a3a naHubix : caidt / OO0
«BpIcmIas 1IKoJla OpraHU3alyy U yIPaBIeHUs 31paBooXpaHeHneM-KoMIIeKCHbIN MeUIUHCKHIA
KoHcanTUHT». — Mocksa, [2023]. — URL: https://www.rosmedlib.ru. — Pexxum goctyna: ajs
3apETUCTPUP. MOJTB30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.5. Bonpuras MmeaumHCKast OMOIMOTEKA : AIEKTPOHHO-O0MOIIMoTeyHas cucremMa : caiit / OO0
«bykam». — Tomck, [2023]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum moctyma: as
3apETUCTPUP. MOJIb30BaTENEN. — TEKCT : IIEKTPOHHBIMN.
1.6. OBC Jlansb : anekTpoHHO-O0MOIMoTeuHas cucreMa : caiit / OO0 DBC «Jlanby. — CaHKT-
[TerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexum noctyna: ajs 3aperucTpup.
nosib3oBaTeneil. — TeKCT : 3eKTPOHHBIM.
1.7. 9bC Znanium.com : 3JeKTpOHHO-01OIMOTeuHas cuctema : cailt / OO0 «3nannmym». - Mockaa,
[2023]. - URL: http://znanium.com . — Pexxum goctymna : i 3aperucTpup. nonb3osareneil. - Teker :
3JIEKTPOHHBIN,
2. Koncyasrantlliaroc [DnexkTpoHHBIN pecypc]: cipaBodHas npaBosas cuctema. / OO0
«Koncynperant [Imoc» - DnextpoH. aad. - Mocksa : Koncynsrantlmroc, [2023].
3. ba3bl JaHHBIX IEPHOUYECKUX U3TaAHMIA:
3.1. eLIBRARY.RU: nayunas snextponHas oudimoreka : caidt / OOO «Hay4nas DnexkTpoHHas
bubmmotekay. — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum mocTyma : 1j1s aBTopus.
Moab30BaTeNeN. — TeKCT : 3IEKTPOHHBIN
3.2. Dnektponnas 6ubanoreka «M3mgarensckoro noma «I'pedennukoBy (Grebinnikon) : anekTpoHHAs
o6ubamnorexa / OO0 U] «I'pebennnkon». — Mocksa, [2023]. — URL: https://id2.action-
media.ru/Personal/Products. — Pexwum moctyna : 1uist aBTOpuU3. MoJib30BaTeNne. — TeKcT :
SNIEKTPOHHBIN,
4. ®enepanabHasi rocyaapcTBeHHasi nHpopManuoHHnas cucrema «HanmonaabHasi 3J1eKTpOHHAsA
0uGamoTeKay : dIIeKTpoHHas oubnmoteka : caiit / ®I'BY PI'B. — Mocksa, [2023]. — URL:
https://H30.pd. — Pexxum gocTtyma : ajis mojab3oBaTesiell HayqIHoi OuOmmoTeku. — TekcCT :
3NIEKTPOHHBIN.
5. Poccwuiickoe oOpa3oBanue : ¢peaepanbubiii moptan / yupeaureiab PIAY «OUITO». — URL:
http://www.edu.ru. — TekcT : 3JEeKTPOHHBIH.
6. DaexTpoHHas Oubamoreynas cucrema Yal'y : mogyns «OnekrtpoHHas 6ubinorexka» ABUC
Mera-ITPO / OO0 «/lata Dxcnpeccy. — URL: http://lib.ulsu.ru/MegaPro/Web. — Pexum noctynaasns
noJjb30Bareneil HayuHoi OubinoTeku. — TeKCT : 3eKTPOHHBIH.
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MpunoxkeHue 2
6) NporpammHoe o6ecneyeHmne: MonOduc CtaHaapTHbIN, AnbT Paboyasa ctaHuma 8.
8) [Ipogheccuonanvhvie bazvl OGHHBIX, UHDOPMAYUOHHO-CNPABOYHBLE CUCTHIEMbL

1. D1eKTPOHHO-0UO0JINOTEYHbIE CHCTEMBbI:
1.1. Ludposoii o6pazoBaTenbHbIi pecypc IPRsmart : snekTponHo-0nbIMoTeUHAS cCHICTEMa

cair / OOO Kowmnanus «Ai Ilm Ap Mengua». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexxum moctyma: nmjsi 3aperucTpup. mojib3oBarenieid. - TeKcCT :
AJIEKTPOHHBIN.

1.2. O6pasoarenshas miargopma FOPAUT : oGpasoBaTelnbHbI pecype, dIEKTPOHHAS
oubmuoreka : caiit / OO0 DneKTpoHHOE M3JATEIHCTBO FOPAMT. — Mocksa, [2024]. - URL:
https://urait.ru. — Pesxum goctymna: yist 3aperucTpup. mojab30Bareie. - TeKCT : 2IeKTPOHHBIH.

1.3. ba3za manubIx «OnekTpoHHas 6ubnuoreka rexundeckoro BY3a (OBC «KoncynbTant
CTYJIEHTa») : JJIEKTPOHHO-OMOMMoTeuHas cuctema : cailt / OOO Ilonutexpecypc. — MockBa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum nocrymna: st 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3IEeKTPOHHBIM.

1.4. KoHcynbTaHT Bpada. DIEKTPOHHAS MEIUIIMHCKAst OMOIMOTeKa : 6a3a TaHHBIX : CAWT /
OOO Beicmiasg MmKoia OpraHU3alMd M YIOPaBJICHUSA 3ApaBOOXpaHeHHEM-KOoMIIEeKCHBIN
MEAWIMHCKUI KoHcanTuHr. — Mocksa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : 3JIEKTPOHHBIN.

1.5. Bonpmast MeauuuHCKas OMONIMOTEKA : NEKTPOHHO-OMOINOTEYHAs CUCTEMA : CalT /
00O bykan. — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum gocrymna:
JUISL 3aPETUCTPHUP. IOJIb30BaTeNIeh. — TEeKCT : 3JIEKTPOHHBIM.

1.6. OBC Jlansb : anekTponHO-O0ubIMoTeuHas cuctema : cait / OOO DBC Jlanp. — CaHKT-
[TerepOypr, [2024]. — URL: https://e.lanbook.com. — Pexxum noctyma: mjis 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3JIEKTPOHHBIM.

1.7. O3BC Znanium.com : 3JeKTpPOHHO-OMOIMOTeUHas cucreMa : cait / OOO 3HaHuyM. -
Mocksa, [2024]. - URL: http://znanium.com . — Pexum ngocTyma : Il 3aperucTpHp.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

2. KoncyastantIlinoc [DnekTpoHHBIN pecypc]: cipaBouHas mpaBoBas cuctema. / OO0
«Koncynprant ITnrocy - DnekTpon. naH. - Mocksa : Koncynsrantllnoc, [2024].

3. ba3bl nanHbIX nepuoanyveckux uzaanuii: eLIBRARY.RU: HayuyHast snexkTpoHHas
o6ubmuoteka : caiitr / OOO «Hayunas Dnexktponnas bubmuoreka». — Mocksa, [2024]. — URL:
http://elibrary.ru. — Pexxum qoctyrma : Juist aBTOpHU3. MOJIb30BaTeneid. — TeKCT : 3JIeKTPOHHBIN

4. ®enepanbHasi rocyaapcrBeHHass mHpopmanuoHHasi cucreMa «HanuonaabHas
JIEKTPOHHAasi 0M0JIMOTEKa) : dIeKTpoHHAs oubmmoTeka : caiit / ®I'BY PI'b. — Mocksa, [2024].
— URL: https://H36.pd. — Pexxum goctyna : s nmoiap3oBaresei HaydHoi O0MOanoTeku. — Tekcr :
3JIEKTPOHHBIMN.

5. Poccuiickoe o0pa3oBanue : ¢penepanbHbiil nopran / yupeaurenb GIAY «DULTO». —
URL: http://www.edu.ru. — TekcT : 37€KTPOHHBIMA.

6. DnexkTponHas OubdMoTeyHas cucrema Yal'V : Moaynb «OJeKTpOHHAS

ouommorexkay ABMC Mera-ITPO / OOO «Jlata Okcnpecc». — URL:
http://lib.ulsu.ru/MegaPro/Web. — Pexxum noctyna : s mosibp3oBareneil HayqHOW OMOIHMOTeKH. —
TeKCT : AIEKTPOHHBIN.
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